Asian Development Bank (ADB) and Economic and
Social Commission for Asia and the Pacific (ESCAP)
(2021), Asia-Pacific Trade Facilitation Report 2021:
Supply Chains of Critical Goods Amid the COVID-19
Pandemic — Disruptions, Recovery, and Resilience,
Manila: ADB.

Duval, Y. and Hardy, S. (2021), “A Primer on
Quantifying the Environmental Benefits of Cross-border
Paperless Trade Facilitation”, ARTNeT Working Paper
No. 206, Bangkok: ESCAP.

Economic and Social Commission for Asia and the
Pacific (ESCAP) (2014), Estimating the Benefits of
Cross-border Paperless Trade, ESCAP.

Economic and Social Commission for Asia and the
Pacific (ESCAP) and United Nations Network of
Experts for Paperless Trade and Transport in Asia and
the Pacific (UNNEXT) (2018), Single Window for
Trade Facilitation: Regional Best Practices and Future
Development, ESCAP.

Institute of Electrical and Electronics Engineers (IEEE)
(2013), IEEE Standard for Intelligent Electronic
Devices Cyber Security Capabilities, IEEE 1686-
2013, New York: IEEE.

International Chamber of Commerce (ICC) (2012),
ICC Customs Guidelines, Paris: ICC.

International Chamber of Commerce (ICC) and World
Trade Organization (WTO) (2022), Standards Toolkit
for Cross-border Paperless Trade: Accelerating Trade
Digitalisation Through the Use of Standards, Paris: ICC.

International Organization for Standardization (ISO),
Financial Transaction Card Originated Messages:
Interchange Message Specifications, Part 1.
Messages, Data Elements and Code Values, ISO
8583-1:20083, Geneva: ISO.

International Organization for Standardization (ISO)
and International Electrotechnical Commission (IEC)
(2011), Systems and Software Engineering: Systems
and Software Quality Requirements and Evaluation
(SQuaRE) — System and Software Quality Models,
ISO/IEC 25010:2011, Geneva: ISO.

CROSS-BORDER PAPERLESS TRADE TOOLKIT

International Organization for Standardization (ISO)
and International Electrotechnical Commission (IEC)
(2013), Information Technology: Security
Techniques — Information Security Management
Systems — Requirements, ISO/IEC 27001:2013,
Geneva: ISO.

International Organization for Standardization (ISO)
and International Electrotechnical Commission (IEC)
(2017), Information Technology: Security

Techniques — Information Security Management
Systems — Guidance, ISO/IEC 27001:2017, Geneva:
ISO.

International Telecommunication Union (ITU) and
Universal Postal Union (UPU) (2009), Satellite
Connectivity to Remote Areas and E-Services for
Development: Initiatives through Post Office Telekiosks
in Bhutan, Geneva: ITU/UPU.

Monteiro, J.-A. and Teh, R. (2017), “Provisions on
Electronic Commerce in Regional Trade Agreements”,
WTO Working Paper ERSD-2017-11, Geneva: WTO.

Swanson, M., Hash, J. and Bowen, P. (2006), Guide
for Developing Security Plans for Federal Information
Systems, Gaithersburg, MD: National Institute of
Standards and Technology.

United Nations (2021), Digital and Sustainable Trade
Facilitation: Global Report 2021, United Nations.

United Nations Economic Commission for Europe
(UNECE) (2015), Guide to Drafting a National Trade
Facilitation Roadmap, New York and Geneva: United
Nations.

United Nations Economic Commission for Europe
(UNECE) (2021), UNECE NEXUS: Sustainable
Mobility and Smart Connectivity, New York: United
Nations.

United Nations Economic Commission for Europe
(UNECE) and United Nations Centre for Trade
Facilitation and Electronic Business (UN/CEFACT)
(2013a), Data Simplification and Standardization for
International Trade: Recommendation No. 34, New
York and Geneva: United Nations.

47



48

PROVIDING TECHNICAL ASSISTANCE

United Nations Economic Commission for Europe
(UNECE) and United Nations Centre for Trade
Facilitation and Electronic Business (UN/CEFACT)
(2013b), Establishing a Legal Framework for an
International Trade Single Window: Recommendation
No. 35, New York and Geneva: United Nations.

United Nations Economic Commission for Europe
(UNECE) and United Nations Centre for Trade
Facilitation and Electronic Business

(UN/CEFACT) (201 7a), Single Window
Interoperability: Recommendation No. 36, New York
and Geneva: United Nations.

United Nations Economic Commission for Europe
(UNECE) and United Nations Centre for Trade
Facilitation and Electronic Business (UN/CEFACT)
(2017b), Technical Note on Terminology for Single
Window and other ePlatforms, UNECE.

United Nations Economic Commission for Europe
(UNECE) and United Nations Centre for Trade
Facilitation and Electronic Business (UN/CEFACT)
(2018), White Paper on Paperless Trade, UNECE.

United Nations Economic Commission for Europe
(UNECE) and United Nations Centre for Trade
Facilitation and Electronic Business (UN/CEFACT)
(2019), Single Submission Portal: Recommendation
No. 37, New York and Geneva: United Nations.

United Nations Economic Commission for Europe
(UNECE) and United Nations Centre for Trade
Facilitation and Electronic Business (UN/CEFACT)
(2020a), Recommendation and Guidelines on
Establishing a Single Window to Enhance the
Efficient Exchange of Information Between Trade and
Government: Recommendation No. 33, New York and
Geneva: United Nations.

United Nations Economic Commission for Europe
(UNECE) and United Nations Centre for Trade
Facilitation and Electronic Business (UN/CEFACT)
(2020b), White Paper on Core Principles for Managing
Risks and Contingencies in the Operation of a
Systemically Important Single Window, UNECE.

United Nations Network of Experts for Paperless Trade
and Transport in Asia and the Pacific (UNNEXT) and
Economic and Social Commission for Asia and the
Pacific (ESCAP) (2018), Cross-border Single Window
Interoperability: A Managerial Guide, Bangkok:
ESCAP.

United Nations Network of Experts for Paperless
Trade and Transport in Asia and the Pacific (UNNEXT),
Economic and Social Commission for Asia and the
Pacific (ESCAP) and United Nations Economic
Commission for Europe (UNECE) (2012), Data
Harmonization and Modelling Guide for Single
Window Environment, Bangkok: United Nations.

World Economic Forum (WEF) (2020), Connecting
Digital Economies: Policy Recommendations for
Cross-Border Payments, Geneva: WEF.





