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ITU b u ild s te chn ica l and  hum an  cap acity in  ICTs

2

ITU is the  Unite d  Natio ns 
sp e cia lize d  ag e ncy fo r ICTs.

Found ed  in 1865, it works to  facilitate  
inte rnational communications, ensure  
seamle ss inte rconnections, and  
imp rove  ICT acce ss to  und e rse rved  
communitie s world wid e . ITU is 
co m m itte d  to  co nne cting  a ll the  
w o rld ' s p e o p le  – whe reve r they live  
and  whateve r the ir means. 

Coord inating rad io-fre q ue ncy 
sp e ctrum and  assig ning
orb ital slo ts fo r sate llite s

ITU Rad io co m m unica t io n

Estab lishing  g lob al 
stand ard s

ITU Stand a rd iza t io n

Brid g ing  the  d ig ital d ivid e
ITU De ve lo p m e nt

1 9 3
MEMBER 
STATES 

+7 0 0
INDUSTRY & 

INTERNATIONAL
ORGANIZATIONS 

+1 5 0
ACADEMIA
MEMBERS

ITU w o rks acro ss th re e  m a in  a re a s:

What is the  ITU?



Trad e  Im p lica t io ns o f Cyb e rse curity Risk
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Cyb e rse curity is the  b ig g e st  th re a t  to  the  g lo b a l 
e co no m y o ve r the  ne xt d e cad e *
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0 .8 % 
O f the  g lo b a l e co no m y w as 
lo st  d ue  cyb e rcrim e  in  
2 0 1 9 , ne a rly $ 6 0 0  b illio n . 
Cyb e rcrim e  w ill re su lt  in  a  
lo ss o f $ 9 0  trillio n  in  ne t  
e co no m ic im p act  b y 2 0 3 0 . 
***

3 3 % 
Incre a se  in  m o b ile  
ranso m w are  2 0 1 8 -2 0 1 9 **

*Source: EY
**Source: Symantec
*** Source: CSIS&McAfee

7 8 %
Incre a se  in  sup p ly cha in  
a tta cks 2 0 1 8 -2 0 1 9 **

https://assets.ey.com/content/dam/ey-sites/ey-com/en_gl/topics/growth/ey-ceo-imperative-exec-summ-single-spread-final.pdf


Why d o e s cyb e rse curity m atte r fo r g lo b a l trad e ? 

Trad e  is enab led  b y inte rop e rab ility and  trust Exam p le s o f cyb e rse curity in  trad e :
• Payment security
• Free  d ata flow to  enab le  information 

sharing
• Cyb e r e sp ionag e /  corp orate  e sp ionag e
• Protection ag ainst malicious attacks
• Sup p ly chain security

5



GCI 2 0 1 8  ve rsus WEF Glo b a l Co m p e tive ne ss Ind e x 2 0 1 9
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GCI 2 0 1 8  g e ne ra lly co rre la te s w ith  Wo rld  Bank Do ing  
Busine ss sco re s, e xce p t fo r in  the  Am e ricas
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Trad e  Im p lica t io ns o f Natio na l 
Cyb e rse curity Po licie s
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The  Glo b a l Cyb e rse curity Ind e x (GCI) b u ild s o n  five  p illa rs, 
w h ich  re p re se nt  ke y cyb e rse curity m e asure s re le vant  to  
Me m b e r Sta te s

Le g a l Te chnica l O rg aniza t io na l Cap acity 
De ve lo p m e nt Co o p e ra t io n
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What is the  GCI? < GCI Pillars



Co untrie s a re  incre asing ly ad o p ting o f cyb e r-
se curity law s and  re g u la tio ns
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• Most cyb e rse curity laws are  b road , cove ring  multip le  se ctors
• Cyb e rcrime  laws and  acts: se ve ral mod e ls harmonise  the  conte nt world wid e , such as the  

Bud ap e st Conve ntion of 2001
• GDPR force d  countrie s to  up d ate  existing  d ata p ro te ction re g ulations
• Cyb e rse curity re late d  ce rtifications o f p rod ucts and  p rocure me nt p roce sse s are  b e coming  

increasing ly imp ortant

What is the  GCI? < GCI Pillars < Leg al Measure s
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Natio na l Cyb e rse curity Stra te g ie s (NCS) ra re ly 
ad d re ss trad e  issue s

• An NCS d e fine s the  mainte nance  of re silie nt and  re liab le  national critical information infrastructure s 
includ ing  the  se curity and  the  safe ty o f citize ns

• 104 Me mb e r State s have  national strate g ie s re late d  to  cyb e rse curity
• Common feature s id e ntifie d  in cyb e rse curity p o licie s includ e :

• The  p ro te ction of critical information infrastructure
• A national re silie ncy p lan
• Some  have  clear action p lan fo r g ove rnme nt imp le me ntation on cyb e rse curity g ove rnance
• Cyb e rse curity Re sp onsib le  Ag e ncie s re sp onsib le  fo r imp le me nting  the  national cyb e rse curity 

strate g y/p o licy

What is the  GCI? < GCI Pillars < O rg anizational Measure s



CERT/ CIRT/ CSRIT can  im p ro ve  the  se curity and  
re liab ility o f the  d ig ita l e co syste m

CIRT/CSIRT/CERT are  o rg anizational 
e ntitie s re sp onsib le  fo r coord inating  
and  sup p orting  re sp onse  to  comp ute r 
se curity e ve nts o r incid e nts re sp onse s

Most o f the  Se ctoral CERT/CIRT/CSRIT 
are  e stab lishe d  within the  financial 
se ctors, a fe w in the  acad e mic se ctor

What is the  GCI? < GCI Pillars < Technical Measure s
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ICT Pro d uct  Re g ula t io n , Stand a rd  
De ve lo p m e nt, and  In te rna tio na l 
Re g ula to ry Co o p e ra t io n
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ICT and  crit ica l in fra structu re  a re  shap e d  th ro ug h  
d iffe re nt  in te rna tio na l cyb e rse curity stand a rd s

14

• Stand ard s ad d re ss se curity re q uire me nts, b uild ing  a 
common le ve l o f se curity, p rovid ing  too ls fo r op e rators 
e tc.

• Many g ove rnme nts are  d e ve lop ing  national stand ard s 
o r ad op ting  existing  stand ard s (e sp e cially ISO  27000 
se rie s, NIST)

• Gove rnme nts o fte n sup p ort increasing  national and  
inte rnational ce rtifications as it b ring s se ve ral b e ne fits 
fo r b o th trad e  and  se curity
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Co o p e ra tio n  Me asure s e nab le s the  cre a tio n  o f a  
m o re  co m p re he nsive  cyb e rse curity
• Inte rnational coop e ration ne e d s to  b e  stre ng the ne d  in o rd e r to  e ffe ctive ly imp rove  inte rnational 

trad e  and  d eal with cyb e rcrime  which easily transce nd s national b ord e rs.
• The  Glob al Cyb e rse curity Ag e nd a is one  examp le  o f countrie s coming  tog e the r to  coop e rate  on 

cyb e rse curity.

What is the  GCI? < GCI Pillars < Coop e ration Measure s
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Pub lic-p riva te  p a rtne rsh ip s and  in te r-ag e ncy 
p a rtne rsh ip s a re  crucia l

Inte r-ag e ncy Partne rship s in 
cyb e rse curity in the  d ome stic 
le ve l are  found :
• Police  o ffice rs and  law 

e nforce me nt ag e nts
• Jud icial and  o the r le g al 

acto rs includ ing  Lawye rs, 
Jud g e s, so licito rs, Barriste rs, 
Atto rne ys and  p arale g als

• Communication/ICT 
Ministrie s and  CERT teams

What is the  GCI? < GCI Pillars < Coop e ration Measure s
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Me m b e r Sta te s re sp o nd ing  “Ye s”The  Pub lic-Private  
p artne rship s are  imp ortant in 
conne cting  d ive rse  p ub lic 
and  se ctor stake hold e rs to  
exchang e  information and  
g uid ing  p o licymaking  on 
trad e  issue s around  the  world



Go o d  p ractice s id e ntifie d  b y the  GCI

Hig h  sco ring  co untrie s in  the  GCI te nd  to  have : Po te ntia l Im p act  o n  trad e
Cyb e rse curity acts and  re g ulations Stand ard s and  re q uire me nts fo r p rod ucts so ld  in a 

country (ex. Stand ard s, GDPR)
National Cyb e rse curity Strate g ie s (NCS) Se curity p ro toco ls, imp ort/exp ort contro l (ex. Encryp tion 

sale s)
National CERTs Increase d  op e rating  costs, sharing  trad e  se cre ts, 

fre e load e rs, imp rove  re liab ility o f se rvice s
Pub lic aware ne ss camp aig n Shap e  what p rod ucts consume rs b uy, how the y use  

p rod ucts (ex. Privacy and  home  se curity syste m)
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itu.int/g ci
g ci@itu.int

itu.int/cyb e rse curity
cyb e rse curity@itu.int
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Ap p e nd ix
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The  Glo b a l Cyb e rse curity Ag e nd a  (GCA) is a  
fram e w o rk fo r in te rna tio na l cyb e rse curity co o p e ra tio n
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Launche d  13 years b y the  ITU in 2007

De sig ne d  for coop e ration, e fficie ncy, e ncourag ing  collab oration, and  b uild ing  on existing  initiative s

The  frame work is re g ularly re vie we d  and  up d ate d  b y Me mb e r State s, with re le vant exp e rts and  stake hold e rs

The  GCA informs cyb e rse curity strate g y and  shap e s inte rnational coop e rative  e fforts

For more : http s:/ /www.itu.int/e n/action/cyb e rse curity/Pag e s/g ca.asp x



To p  GCI p e rfo rm e rs have  d ive rse  co m p e tit ive  
ad vantag e s acro ss the  GCI p illa rs
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Mauritius Ke nya Rwand a

Africa
maximum score

Leg al O rg anizationalTechnical Cap acity Build ing Coop e ration

Untie d  State s Canad a Urug uay

Am e rica s
maximum score

Saud i Arab ia O man Qatar

Arab  Sta te s
maximum score

Unite d
King d om

France Lithuania

Euro p e
maximum score

Russian
Fe d e ration

Kazakhstan Uzb e kistan

CIS
maximum score

Sing ap ore Malaysia Australia

Asia -Pacific
maximum score



* Focal points assigned by the Member States for ALL Iteration

The  Glo b a l Cyb e rse curity Ind e x (GCI) is in te rna t io na lly 
re co g n ize d  a s a  m e asure  o f cyb e rse curity co m m itm e nts b y sta te s

What is the  GCI?
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https://www.sire.co.uk/which-countries-have-the-best-and-worst-cybersecurity-and-what-can-we-learn-from-them/
https://www.welivesecurity.com/2016/10/03/global-cybersecurity-index/
https://www.secureworldexpo.com/industry-news/countries-dedicated-to-cybersecurity
https://www.straitstimes.com/tech/spore-takes-top-spot-in-un-cyber-security-index
https://jordantimes.com/news/local/jordan-leaps-upward-global-cybersecurity-index-ranking
https://vietnamnews.vn/economy/523846/viet-nam-jumps-50-places-on-global-cybersecurity-index.html
https://uk.pcmag.com/nordvpn/122149/which-countries-are-best-prepared-for-cybercrime-response
https://itweb.africa/content/nWJadvbeOaYqbjO1
https://www.spa.gov.sa/viewfullstory.php?lang=en&newsid=1904890
https://en.azvision.az/news/103258/-azerbaijan-is-among-the-top-5-cis-countries-in-global-cybersecurity-index-.html
https://www.argaam.com/en/article/articledetail/id/601428
https://www.nbu.gov.sk/news/significant-progress-of-slovakia-in-itu-global-cyber-security-index-2018/index.html
https://english.mic.gov.vn/Pages/TinTuc/139478/Vietnam-jumps-50-places-on-global-cybersecurity-index.html
https://www.cyberwatching.eu/news-events/news/global-cybersecurity-index-2017-reveals-50-countries-have-no-cybersecurity-strategy-place
https://www.forbes.com/sites/elenakvochko/2020/01/11/gauging-a-global-commitment-to-digital-security/


The  GCI is a  co m p o site  ind e x tha t  m e asure s ke y a sp e cts o f 
sta te -le ve l cyb e rse curity p ract ice s

Ke y Sta tist ics
First re leased : 2 0 1 5
Past ed itions: 3
Memb er State s Particip ating : 1 6 4  (o f 1 9 4 )
Mentions in scholarly article s: 8 2 1 *
Current q uestionnaire : 8 2  q ue stio ns

The  GCI is d e sig ne d  to
 Drive  awareness g lob al cyb e rsecurity
 Share  b e st p ractice s
 Drive  continuous cyb e rsecurity imp rovement
 Build  cap acity in ITU Memb ers

What is the  GCI?
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https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=%22Global+Cybersecurity+Index%22&btnG=


The  GCI d e ve lo p e d  th ro ug h  a  m ult istake ho ld e r p ro ce ss, w ith  
Me m b e r Sta te s, civil so cie ty, a cad e m ia , and  p riva te  se cto r

Pr
ep

ar
at

io
n 

&
 S

ur
ve

y 
D

is
tr

ib
ut

io
n

Co m p le te
Que stionnaire  
re vie w with the  
consultation g roup
Ap p roval of 
q ue stionnaire   
throug h the  Stud y 
Group  me e ting
O fficial invitation 
se nt and  Surve y 
cond ucte d

D
at

a 
C

ol
le

ct
io

n 
&

 
W

ei
gh

ta
ge

 M
od

el

O ng o ing
Me mb e r State s 
sub mit comp le te d  
Que stionnaire s
We ig htag e  Exp e rt 
Group  me e ts, 
me mb e rs sub mit 
we ig htag e  
re comme nd ations

D
at

a 
Q

ua
lit

y 
C

he
ck

 &
 

A
na

ly
si

s

O ng o ing
Que stionnaire  
sub missions are  
cross-che cke d
Me mb e r State s are  
invite d  to  valid ate  
ITU-GCI team 
ve rification
Que stionnaire s are  
score d  and  
we ig hte d

Re
su

lt
s 

Pu
bl

ic
at

io
n

End -2 0 2 0
Re p ort comp ile d  
and  p ub lishe d

24

What is the  GCI?



Up co m ing  fo r ITU Cyb e rse curity

Fo r the  GCI
• In the  p roce ss of sub mitted  q uestionnaire  

d ata valid ation.
• We ig htag e  Exp e rt Group  mee ting  1 5  

O cto b e r 2 0 2 0
• Pub lication tentative ly sched uled  for e nd  

2 0 2 0
• Working  to  exp and  the  ap p lication of the  

GCI, includ ing :
– Creation of a Se lf-Asse ssment too l, b ase d  

on GCI, that citie s o r re g ions can use  to  
asse ss the ir cyb e rse curity maturity

– Targ e ting  ITU op e rations b ase d  on ne e d s 
id e ntifie d  b y the  GCI

O the r ITU Cyb e rse curity activit ie s
• Glob al and  reg ional Cyb e rDrill 2020 

ong oing  until end  of the  year.
• ITU Cyb e rsecurity web inar 1 9  O cto b e r 

2 0 2 0
• Consultation mee ting  for the  second  

review of the  National Cyb e rsecurity 
Strateg ie s Guid e  (NCS)-started  end  of 
Sep temb e r to  mid -year 2021.

• O ng oing  National CIRT/CERT/CSIRT 
Asse ssments, Desig n and  Estab lishment of 
Memb er State s req uests
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